ZAKHIDOV TECHNOLOGY ADVISORY - POSTER

Stop. Check. Report.

Print it and post it near desks. Most scams use the same few tricks.

Pressure

It is urgent, secret, or the boss needs it right
now.

Codes

Someone asks for an MFA code, even if they
say they are IT.

Look alike links
A web address that is almost right, or a QR
code in an email.

Surprise files

An attachment or shared file you did not
expect.

Stop

Do not click, reply, pay or

share a code.

Report to

IT contact Phone

Check

Call the person on a number

you already have. Not the
one in the message.

Money changes
New bank details, gift cards, crypto or a rush
payment.

Prompts
An MFA prompt you did not start. Deny it.

Familiar voices
A call or video from a leader asking for money.
Voices can be faked with Al.

Sign in pages
A link that asks you to sign in again to see a
document.

Report

Tell IT right away. Reporting

fast is never wrong.

Email

Want a second pair of eyes? Ask for a free first look.

One conversation and a straight answer about where your organization stands. No cost, no

commitment, no pitch.

akrom@zakhidov.ai
zakhidov.ai



